
PROMPT. 
‘Select one form of intellectual property right. Consider how far EU law provides protection 

on the Internet for the intellectual property right you have selected. Evaluate whether reform 
is necessary and consider in what ways the law might be reformed.’ 
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LEGAL HARMONY, OR LITIGATION?  

AN EXPLORATION OF ONLINE INTERMEDIARY LIABILITY  
IN EUROPEAN COPYRIGHT ENFORCEMENT 
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INTRODUCTION 

This essay considers the extent and appropriateness of copyright protection provided by 

European Union legal instruments,1 and argues that legal uncertainty and lack of proper 

enforcement strategies results in fragmentation across the Member States. To substantiate 

these claims, a brief synopsis of intellectual property right basics will be provided, followed 

by a justification of the European Union’s competency to legislate in this area. The third 

section contextualises the problem of copyright infringement on the internet, with specific 

focus on online intermediary liability. The argument put forward is that copyrighted online 

is not well protected, as rightsholders have yet to establish effective enforcement against, 

or cooperative relationships with, online intermediaries. To better evaluate the current 

legislative framework, interpretive methods and outcomes from recent cases referred to 

the European Court of Justice will be discussed. Following the discussion of relevant case 

law, sections four and five acknowledge the need and potential for reform, and provide 

concluding remarks.  

 

The analysis will focus on three key Directives: Directive 2001/29/EC regarding the 

harmonisation of copyright in the Information Society (InfoSoc), 2 Directive 2004/48/EC on 

the enforcement of intellectual property rights (the IPR Enforcement Directive, or 

IPRED),3 and Directive 2000/31/EC regarding electronic commerce in the Internal Market 

(eCommerce).4 

                                                
1 The term ‘European legal instruments’ refers to the instruments available to the European institutions 
2 Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the 
harmonisation of certain aspects of copyright and related rights in the information society (L6 2002-01-
10)  
3 Directive 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on the 
enforcement of intellectual property rights (L157 204-04-50) 
4 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market (OJ 
2000 L 178) 
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FOUNDATIONS 

Fifteen years before publishing Robinson Crusoe, early 18th century English novelist Daniel 

Defoe wrote an Essay on the Regulation of the Press.5 In his encouragement of learning, 

industry and the arts, Defoe proposed authors should be entitled to an undoubted, 

exclusive right to the property of their work. ‘Mercenary booksellers,’ he asserted, 

committed an ‘injurious piece of violence, and a grievance to all mankind’ by publishing and 

profiting from literature they had no licence to copy. Parliament enacted the Statute of 

Anne in 1710, providing the first statutory protection of its kind for creative works.  

 

Intellectual Property Rights 

IPRs are protective mechanisms in the form of temporary monopolies granted by statute, 

which legitimise creators’ claims to remuneration for the enjoyment, distribution or other 

usage of their work. Likewise, enforcement of IPRs provides rightsholders with legal 

remedies if their goods are exploited without permission. Upheld by the labour theory of 

appropriation enshrined in Locke’s concept of natural proprietary rights, this concerns not 

only commercial distribution or replication, but also ‘moral rights’ regarding the 

authenticity and integrity of the content itself.6 Accordingly, the European strategy aims to 

promote wide access to quality content, sufficient incentives and fair remuneration for 

creators, and legal certainty when resolving disputes.7 The Council of the European Union 

noted enforcement of IPRs online is essential to ensure stimulation of creative industries, 

and key to developing ‘the legal provision of cultural and creative content online.’8  

 

 

 

 

                                                
5 Defoe, Daniel. An essay on the regulation of the press, published 1704. (http://ota.ox.ac.uk/id/3360). 
Licensed as Creative Commons BY-NC-SA in the United Kingdom. 
6 Horton, Kenneth L., The Software Copyright Directive and the Internet: Collision on the Information 
Superhighway? The Jean Monnet Center for International and Regional Economic Law & Justice, NYU. 
1996, online. 
7 Michel Barnier, Making European copyright fit for purpose in the age of internet. European 
Commission - SPEECH/12/785, July 11th 2012.  
8 Council conclusions of 20 November 2008 on the development of legal offers of online cultural and 
creative content and the prevention and combating of piracy in the digital environment (2008/C 
319/06), p. 3 
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Jurisdiction of the European Union 

The Commission has exclusive competency to regulate the common commercial policy of 

the European Union,9 which under Article 262 includes intellectual property. Article 118 

TFEU likewise acknowledges the EU institutions’ responsibility for the ‘creation of 

European intellectual property rights to provide uniform protection […] and centralised 

Union-wide authorisation, coordination and supervision.’ Calling coherent standards for 

IPRs ‘one of the EU's top priorities’ in the internet age, legislators in Brussels assert 

national systems must evolve towards European models.10 The EU and its Member States 

are also bound to provide certain minimum protections as signatories to international 

copyright treaties, including the Berne Convention11, the TRIPS12 agreement, and the 

WIPO13 Copyright Treaty.  
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OBSTACLES ONLINE 

Copyright protection is automatically imparted once three essential conditions are fulfilled. 

Firstly, the work in question must be a material expression, and physically capable of being 

excluded from others. When a creative work is published or communicated, the author 

retains proprietary control over its’ particular manifestation, while conceptual ideas enter 

the public domain. This idea-expression dichotomy14 in copyright is contrasted with patent 

law, which offers protection for conceptual processes. Secondly, the content must be 

capable of being subject to legal protection via specific remedies, such as injunctions or 

damages. Thirdly, the work must be the original product of the author's independent skills, 

and therefore legitimate to appropriate from the public sphere, or ‘commons.’ However, 

the possibility for rapid and unconstrained reproduction, alteration, and dissemination of 

content across the Internet poses significant challenges to these traditional notions.  

In many emergent industries, capitalist enterprise initially provides goods and services 

efficiently with little or no regulation.  

                                                
9 Article 3 TFEU 
10 Green Paper on the online distribution of audiovisual works in the European Union: opportunities 
and challenges towards a digital single market, COM(2011) 427 Final, p. 4 
11 The Berne Convention for the Protection of Literary and Artistic Works 
12 Agreement on Trade Related Aspects of Intellectual Property Rights, administered by the World 
Trade Organisation 
13 World Intellectual Property Organization, administered by the United Nations  
14 Samuels, Edward. The Idea-Expression Dichotomy in Copyright Law, 56 Tenn. L. Rev. 1989, p 322  
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3.1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

However, when unsustainable shifts in supply, demand and/or price occur, the market may 

begin to fail. While the internet provides an interactive space that seems to be in diametric 

contradiction to traditional authorities, content provided online remains licenced 

according to national law. According to this territoriality principle,15 audiovisual works 

made available in one country are often blocked in others if the requisite licenses have not 

been secured. This disparity, coupled with perceived high prices for legitimately purchased 

content, has contributed to the proliferation of illegal downloads across Europe.  

 

Infringement 

Piracy16 is an attractive alternative for many end-consumers of online content. There is no 

loss of quality when reproducing content online, no meaningful marginal cost of 

distribution, and consumers can overcome informational asymmetry17 with relative ease. 

Classifying online creative expression as a public good may therefore appear natural to 

many consumers. Firstly, access to content is non-rivalrous. The cost of providing content 

to marginal consumers is zero, as with millions of downloads possible per file, 

consumption does not impact availability. Further, effective exclusion is neither 

pragmatically nor technically possible, as technological security mechanisms used to 

protect content such as firewalls, password authentication, and encryption can be easily 

circumvented.18 Much to the chagrin of rightsholders, infringers are able to use a variety of 

anonymising functions, making individuals difficult and expensive to identify.19  

 

 

 

                                                
15 Goldstein, Paul. International Copyright: Principles, Law, and Practice. Oxford: Oxford University Press, 
2001. p. 63 
16 The term ‘piracy,’ like ‘theft,’ is deeply contested in the digital copyright context. Initially only applied 
to those who infringed copyright for pecuniary gain, some observers note ‘piracy’ has become 
politically charged, as industry players have expanded the term to include private use. 
17 The availability of consumer information and communities online has helped to ameliorate 
imbalanced transactions, and bolster the relative bargaining position of citizens vis-à-vis producers.  
18 Larusdottir, Jonina S. Liability of intermediaries for Copyright Infringement in the Case of Hosting on the 
Internet, Stockholm Institute for Scandianvian Law. p. 472 
19 Holleyman, R., The impact on Intellectual Property: Jurisdiction, Enforcement and Dispute Resolution, 
WIPO, 1999, p. 4 
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3.2 

 

 

 

Intermediaries 

Because Online services provide the infrastructure and data storage capabilities utilised by 

pirates, they have become an alternative yet viable target for legal action as intermediaries 

to copyright infringement.20 Recital 59 of the InfoSoc Directive notes that because 

‘intermediaries may increasingly be used by third parties for [IPR] infringing activities […] 

rightholders should have the possibility of applying for an injunction against an 

intermediary who carries a third party’s infringement of a protected work in a network.’ 

Seen as ‘gatekeepers to the Internet and its copyright treasures,’ 21 Internet Service 

Providers (ISPs) are one such intermediary. With concrete means to control network 

traffic, ample financial resources and knowledge of infringers' identity, rightsholders and 

legislators have focused on the extent to which action may be brought against ISPs. 

However, as online intermediaries generally only have a limited degree of knowledge 

about the data they transmit or store, deciding the appropriate allocation of liability 

between ISPs and the individual infringer is problematic.22 

 

 

4 

 

 

 

 

 

 

 

 

ANALYSIS OF EU LEGAL INSTRUMENTS 

While attempts to valuate the impact of infringement vary according to methodology and 

industry, the European Commission estimate that in 2008 alone, €10 billion and 185,000 

jobs were lost due to Internet piracy in the EU.23 As explained in the recording industry’s 

Digital Media Report, the IFPI24 believes that fundamental factor undermining the 

development of digital services in Europe, and the growth of the creative sector globally, 

remains the problem of widespread piracy. 

 

                                                
20 Commission of the European Communities Proposal for a European Parliament and Council 
Directive on Certain Legal Aspects of Electronic Commerce in the Internal Market" COM (1998) 586 
final 98/0325 (COD), p. 12 
21 Kur, Annette, and Thomas Dreier. ‘European Intellectual Property Law: Text, Cases and Materials.’ 
Edward Elgar, 2013, p. 450 
22 Commission Proposal for a European Parliament and Council Directive on certain legal aspects of 
electronic commerce in the internal market, COM(1998) 586 final, 18 November 1998, p. 12 
23 European Commission, DG Internal Market and Services. Revamping Intellectual Property Rights in 
the European Union, strategy booklet, p. 15 
24 International Federation of the Phonographic Industry Digital Music Report 2012. 
(www.ifpi.org/content/library/DMR2012.pdf) 
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4.1 

 

The Need for Harmonisation and Legal Certainty 

In an effort to solve this problem, emphasis on the necessity to harmonise European IPRs 

has been considerable. Divergent national interpretations are capable of frustrating the 

cross-border provision of Internet Services, thus proliferating IPR infringement.25 The 

European Parliament critiqued the digital market as dysfunctional, and called upon the 

Commission to create urgent legislation to address the issue.26 Despite the imperative 

however, any solution created will be subject to certain constraints, including de jure 

limitations to respect fundamental rights, and de facto fragmentation of national legal 

systems and transposition. 

 

Given the dynamism of this new information society,27 the regulatory framework has been 

created ad hoc over the years, resulting in a set of European Directives to address 

particular thematic issues. While Member States often benefit from European rules that 

‘are extremely specific, unambiguously defining how states must comply,’28 this has not 

been the case with EU copyright law. Consequently, national courts provide diverse 

interpretations of legal rules, leading to byzantine and costly lawsuits.29 The European 

Court of Justice may adjudicate such ‘disputes relating to the application of acts […] which 

create European IPRs’ under Article 262 TFEU.  

 

 

 

 

 

 

 

 

                                                
25 Jonina S. Larusdottir, Liability of Intermediaries for Copyright Infringement in the Case of Hosting on the 
Internet, p. 480 
26 European Parliament, Report on the enforcement of intellectual property rights in the internal market, 
(2009/2178(INI)). Marielle Gallo. Reference : A7-0175/2010  
27 Seen by many to be the successor to the ‘post-industrial society,’ the ‘information revolution’ has 
resulted in the information society, where information technology is utilised in creative and productive 
ways. European legal instruments use this term to encompass the internet, online commerce, and other 
aspects of digital life.  
28 Alter, Karen J. “The European Union’s Legal System and Domestic Policy: Spillover or Backlash?” 
International Organization 54.3 (2000): 491. The IO Foundation and the Massachusetts Institute of 
Technology. 
29 "EU Study on the Legal Analysis of a Single Market for the Information Society,” Prepared by DLA 
Piper, Commissioned by the European Commission's Information Society and Media Directorate-
General." (2009): p. 215 
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4.2 L’Oreal v eBay 

In L’Oreal v eBay,30 several questions were referred to the ECJ concerning, inter alia, an 

internet marketplace’s obligation to prevent IPR infringements by its users. In Question 9, 

the UK courts sought clarification on financial remedies, and the ‘knowledge’ or 

‘awareness’ an intermediary was expected to have to establish liability under Article 1431 

of the eCommerce Directive. In Question 10, the Court was asked to consider the scope 

of injunctions available once an intermediary’s liability for IPR infringement has been 

established. 

 

Enacted in 2000, the eCommerce directive attempted to harmonise principles regarding 

online intermediaries, protecting some against liability caused by their users. This 

regulation is restricted to mere conduit, hosting and caching services. While respect for 

the purview of this essay does not allow for a technical explanation of these categories, it 

is relevant to mention that national courts extend protection in different ways, to different 

types of online services. This ‘special liability regime’ requires that intermediaries maintain 

a passive role and adhere to certain transparency measures to benefit from the 

exemption. In essence, to foster the growth of the digital economy, ISPs should ‘in 

principle be guaranteed freedom from liability for content authored by third parties, so 

long as they are prepared to cooperate.’32 The exact requirement of ‘passivity’ also differs 

amongst the types of providers, and does not offer any protection against injunctions.  

 

The ECJ concluded the ‘safe harbour’ liability exemption only applies if data processing is 

technical and automated, as well as passive and neutral. Establishing a stringent standard of 

care, the Court decided that even when an intermediary does not play an active role per 

se, it will be liable if it was ‘aware of facts or circumstances on the basis of which a diligent 

economic operator should have realised [unlawful infringement], and then failed to act 

promptly to remove [or] disable access’33 to the content.  

                                                
30 Case C-324/09 L’Oréal SA and Others v eBay International AG and Others. [2011] I-06011 
31 Article 14 eCommerce Directive concerns liability, and states that a service provider will not be 
liable for the information stored by a user if they (a) do not have actual knowledge or awareness of 
illegal activity or, (b) once becoming aware, they act expeditiously to remove or disable access 
32 Edwards, Lilian. “Role and Responsibility of Internet Intermediaries in the Field of Copyright and 
Related Rights,” WIPO, 2009. p. 6 
33 Case C-324/09 L’Oréal, Paras 120-124 
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The Court found that because inter alia, eBay offers sellers guidance, it had the requisite 

knowledge and control of data to constitute an active role. In his opinion of the case, 

Advocate General Jääskinen warned against these additional conditions as they would 

‘seriously endanger and call into question’34 the eCommerce objectives. Due to increased 

compliance costs and the potential of lowered consumer protection, such transparency 

obligations may become barriers to entry for new business models. 

 

Encouragingly, the case highlights the willingness of the Court to recognise different 

categories of infringers. The eCommerce Corrigendum clarifies that commercial activity 

for direct or indirect profit ‘normally excludes acts carried out by end-consumers acting in 

good faith.’35 Accordingly, L’Oreal held that an identity maybe subject to disclosure only 

‘when the infringer is operating in the course of trade and not in a private matter.’36  

 

4.3 Promusicae v Telefónica de España 

Bonnier Audio v ePhone  

In early 2008, Spanish copyright society Promusicae asked ISP Telefónica to provide the 

names and addresses of its subscribers who were allegedly distributing copyrighted songs 

illegally via a P2P37 file-sharing programme. On behalf of musical artists, Promusicae 

intended to bring civil judicial proceedings against users who exploited Promusicae’s 

content illegitimately. Telefónica argued such information could only be disclosed during 

criminal investigations or regarding threats to public security.  

 

The ECJ ruled38 the protection of personal data must be balanced against the protection of 

the rights of others, to include IPRs. Because the Directive did not expressly state 

otherwise, ‘the possibility for the Member States of laying down an obligation to disclose 

                                                
34 Court of Justice Press Release No 119/10, Opinion of Advocate General Jääskinen regarding  Case 
C-324/09 L’Oréal SA, Para 142.   
35 Corrigendum to Directive 2004/48/EC of the European Parliament and of the Council of 29 April 
2004 on the enforcement of intellectual property rights (OJ L 157, 30.4.2004), Recital 14 
36 Case C-324/09 L’Oréal, Para 142  
37 Peer-to-Peer networks provide the means for users to share media including books, music, movies 
and games. 
38 Case C-275/06 Productores de Música de España (Promusicae) v Telefónica de España SAU [2008] I-
00271 
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personal data in the context of civil proceedings’ was not interpreted as precluded.39 With 

EU legal terminology not always as definitive as it is at the domestic level,40 the ECJ 

observed the Directives leave national courts with ‘necessary discretion to define 

transposition measures that may be adapted to the various situations possible.’41 

Nevertheless, this does not incur a positive obligation on Member States. In Telefónica’s 

favour, the Court held that national laws may require ISPs to disclose information in civil 

proceedings, but only insofar as the balance of fundamental rights allows.  

  

In Bonnier Audio,42 several Swedish publishers requested that the ISP ePhone identify 

subscribers who allegedly uploaded 27 copyright protected audiobooks. As in Promusicae, 

the national court required clarification from the ECJ regarding ISP disclosure. Citing its 

judgement in Promusicae, the ECJ ruled that though they are under no obligation to do so, 

member states may enact laws that require ISPs to supply information about subscribers 

whose Internet Protocol addresses have allegedly been used for copyright infringement.43  

 

The essential question raised in these cases is whether or not personal data, albeit 

imperative to the pursuit of an IPR infringement, can be acquired without consent. The 

ECJ notes that the protection of different fundamental rights, in these instances ‘the right 

to respect for private life on the one hand and the rights to protection of property on the 

other,’ must be reconciled with respect to ‘general principles of Community law.’ Laid out 

in Article 5 TEU, the principles of subsidiarity and proportionality mandate that decisions 

are taken as closely as possible to the citizens, and that Union action shall not exceed 

what is necessary, respectively. Taking into account the diversity of culture and legal 

philosophies between and amongst the Court and Member States, a wide margin of 

appreciation is therefore laudable.  

 

Nevertheless, it warrants some concern that Promusicae and Bonnier provide little 

clarification on the reality of privacy vis-à-vis property protection. When rightsholders 

                                                
39 ECJ press Release No 5/08, Judgment of the Court of Justice in Case C-275/06 Promusicae 
40 Handig, Christian. "The Copyright Term Work – European Harmonisation at an Unknown 
Level." International Review of Intellectual Property and Competition Law 40 (2009): p 671 
41 Case C-275/06 Promusicae, Para 67 
42 Case C-461/10 Bonnier Audio AB and Others v Perfect Communication Sweden AB [2012] 
43 Case C-461/10 Bonnier Audio, Para 55 
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provide ‘justified and proportionate requests,’ national judicial authorities have authority 

under Article 8 IPRED to order online intermediaries to disclose ‘information on the 

origin and distribution networks of the goods or services’ which infringe an IPR. This 

applies without prejudice to statutes governing the protection of ‘confidentiality of 

information sources or the processing of personal data.’44 As the Directive provides no 

specifics regarding the limitations to such data collection and retention, this does little to 

aid in copyright harmonisation. 

 

Furthermore, in her opinion of Bonnier, Advocate General Kokott argued that was 

doubtful that ‘the storage of traffic data of all users without any concrete suspicion’45 is 

compatible with fundamental rights. Furthermore, by conferring the final assessment of 

proportionality to the Member States, the ECJ has neglected to sufficiently discuss or 

provide incisive guidelines for overarching legal principles. This may create further 

fragmentation regarding IPR enforcement and potentially, the respect for fundamental 

freedoms. 

 

4.4 Scarlet Extended v SABAM  

SABAM v Netlog 

Distinguished from Promusicae, the ECJ decided that neither ISPs nor hosting providers 

can be ordered to install prophylactic measures to prevent IPR infringements in two cases 

concerning SABAM, the Belgian copyright collecting society.  

 

In the first case,46 SABAM asked ISP Scarlet to install a monitoring and filtration system on 

all communications in an attempt to block copyrighted content. As L’Oreal had done 

previously, SABAM relied on InfoSoc Article 8(3) and IPRED Article 11, which require 

Member States to provide rightsholders with remedies against intermediaries whose users 

infringe copyright. When the Belgian national court approved SABAM’s request, Scarlet 

appealed on the grounds that the measure breached not only Article 15 of the 

eCommerce Directive, but certain fundamental freedoms.  

                                                
44 IPRED Article 8(3)(e) 
45 Case C-461/10 Bonnier Audio AB and Others v Perfect Communication Sweden AB [2012], Opinion 
of Advocate General Kokott, Para 82 
46 Case C-70/10 Scarlet Extended SA v (SABAM) [2011] 
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Under Article 1847 of the InfoSoc Directive, Member States may enforce measures that 

prevent further infringements to copyright. Nevertheless, The ECJ held that despite the 

obligation to protect IPRs, national rules must observe statutory limitations and may not 

affect eCommerce provisions. Article 15 of the eCommerce Directive prohibits Member 

States from imposing a ‘general obligation on providers to monitor information’ or to 

‘actively seek facts or circumstances indicating unlawful activity.’ Likewise, the injunction 

would require Scarlet to install an ‘unnecessarily complicated or costly’ system at its own 

expense, contrary to Article 3(1) IPRED.48  

 

Brought into force by the Treaty of Lisbon, the Charter of Fundamental Rights49 applies 

EU member states when implementing European law. Though IPRs are considered 

fundamental as per Article 17(2) of the Charter, the Court held in Scarlet that there is 

‘nothing whatsoever in the wording of the Charter or in the Court's case-law to suggest 

that [IPR rights are] inviolable and must for that reason be absolutely protected.’50 Instead, 

IPRs must be balanced with the protection of personal data, the freedom of expression 

and information, and the freedom to conduct a business, covered in Articles 8, 11 and 16.  

 

The subsequent Netlog51 case referred the same questions to the ECJ, but concerned a 

social network with user-generated alterations of copyrighted material, which is a hosting 

provider rather than an ISP. Like Scarlet, the Court failed to approve SABAM’s request for 

an injunction. These rulings indicate an unwillingness to accept generalised and broad 

requests vis-à-vis important fundamental freedoms. Lobbyist groups such as European 

Digital Rights heralded these decisions, observing that policing should remains the 

responsibility of the state, and liability should stay with the individual responsible for illegal 

                                                
47 Article 18 InfoSoc: ‘Member States shall ensure that court actions available […] allow for measures 
[…] designed to terminate any alleged infringement and to prevent any further impairment of the 
interests involved. 
48 Noted in Para 48 C-70/10, Article 3(1) IPRED requires that: ‘…measures, procedures and remedies 
shall be fair and equitable and shall not be unnecessarily complicated or costly, or entail unreasonable 
time-limits or unwarranted delays.’  
49 Charter of fundamental rights of the European Union, 2000/C 364/01 
50 Case C-70/10 Scarlet, Para 43 
51 Case C-360/10 Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v 
Netlog NV [2010]. 
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content,’ as coercing intermediaries into a policing role ‘is dangerous, counterproductive 

and, ultimately, as the Court has ruled, illegal.’52 

 

The SABAM case narratives may seem to contrast with sentiments in the L’Oreal 

judgment, but reinforce the fact that European markets, legislators and judges are involved 

in a dynamic feedback process. In the context of ISPs, ‘government and private property 

stakeholders so often seek to piggyback on each other's law enforcement structures that 

their relationship is frequently nothing short of symbiotic.’53 This commentary 

complements Parliament’s suggestion that ‘all parties concerned, including ISPs, must join 

in the dialogue with stakeholders in order to find appropriate solutions.’  

 

4.5 UPC Telekabel Wein v Constantin Film  

The Austrian Supreme Court has referred a case54 to the ECJ for clarification regarding 

several films owned by Constantin made available for illegal streaming and downloading 

without permission.55 However, in lieu of pursuing action against the pirate website 

kino.to, Constantin filed for an injunction against the access provider Telekabel Wein. 

Austria seeks clarification on whether making copyrighted information available online is 

‘using the services’ of an intermediary, within the context of Article 8(3) InfoSoc, and to 

what extent private reproduction is permissible. The Court is also asked to consider the 

impact a hypothetical injunction may have with fundamental rights. Finally, Telekabel seeks 

to clarify ‘whether is it compatible with Union law to require an access provider to take 

specific measures to make it more difficult for its customers to access a website containing 

[unlawful] material,’ if such measures require no considerable costs and can circumvented 

easily without special technical knowledge. 

 

As evidenced by preceding cases, the Court has not been able to establish many general 

or comprehensive principles that could aid in our prediction of how Telekabel might be 

                                                
52 Digital Civil Rights in Europe, “Press Statement And FAQ: Scarlet/Sabam Ruling A Vital Victory For 
Internet Freedoms.” November 2011. Edri.org  
53 Kohl, Uta. "Google: The Rise and Rise of Online Intermediaries in the Governance of the Internet 
and beyond (Part 2)." International Journal of Law and IT 21.2 (2013): p 188. 
54 Case C-314/12 UPC Telekabel Wien GmbH v Constantin Film Verleih GmbH, CASE IN PROGRESS. 
55 “High Court orders ISPs to block access to three file-sharing websites” Practical Law Company, 
Thomson Reuters. (http://uk.practicallaw.com/7-524-7248) 
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decided. In Scarlet, the ECJ precluded systems which filtered all electronic communications 

indiscriminately as a preventive measure, exclusively at the operator’s expense, and for an 

unlimited period.56 But because the judgment did not specify if and to what extent such a 

system could potentially be compatible with EU law, the Court may have intend for these 

to be cumulative conditions. In future cases such as Telekabel, this could potentially deem 

it unnecessary to consider any remaining conditions if one of them is not met. In a 

somewhat ominous press release following the Scarlet decision, SABAM noted that ‘if the 

Court has excluded general filtering, it has not ruled out any other measure. 

Consequently, SABAM shall take the time to thoroughly analyze some alternatives.’ 

 

5 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CRITIQUES & REFORM 

This essay seeks to expose the lack of legal certainty within several European Directives, 

and the impact such ambiguity has on Member State statutory interpretation. As asserted 

by the European Commission and Parliament, this lack of harmonized legal principles 

regarding online enforcement of IPRs contributes to the fragmentation and subsequent 

deficiency of the internal market. As Rightsholders have largely failed to utilise effective 

enforcement strategies against online intermediaries, cooperation between the two may 

prove an advantageous alternative. This section will address the need and potential for 

alternative reform measures, as the status quo is neither desirable nor sustainable.  

 

While there is little debate surrounding the necessity of a more unified European 

approach to copyright, imposing a single European model of IPR management ‘would 

neither be effective to achieve the objectives, nor compatible with the principles of 

subsidiarity and proportionality.'57 The process of harmonisation via the transposition of 

Directives is likewise burdensome. Firstly, because they bind the Member States only as to 

the results to be achieved, Directives often permit wide margins for manouevre regarding 

the style and substance of implementation. In so doing, national courts risk judicial 

outcomes contrary or tangential to Commission intentions. Secondly, the EU institutions 

                                                
56 Case C-70/10 Scarlet, Para 29 
57 European Commission. Commission Staff Working Document Impact Assessment Accompanying the 
document Proposal for a Directive of the European Parliament and of the Council on collective 
management of copyright and related rights and multi- territorial licensing of rights in musical works for 
online uses in the internal market. SWD(2012) 204 final. Brussels, 11 July 2012, p. 54 
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must monitor the implementation of the Directive into domestic legislation: if a Member 

State fails to comply, the Commission may bring the issue before the European Court of 

Justice under Article 258 TFEU. 

 

Another significant factor impeding the success of EU IPR law is that the Commission, and 

in particular the Directorate-General for Internal Market and Services, may be ‘driven by 

economics and not by concerns for individuals, hence leaving the problems to 

jurisprudence.58 This ultimately invites a debate regarding the policy-making role of the 

Court of Justice. As EU legislation is often seen as an instrument in the facilitation of 

European unification, the ECJ may be tempted to exert its influence through judicial 

activism. As such, there remains potential for bias in statutory interpretation with respect 

to the significant gaps in current copyright legislation. Even ‘lawyers must make sense of 

the politics of laws, i.e. the way in which legal arguments are used by a variety of actors to 

pursue their own interests.’59 Though reform via judicial activism is an interesting 

possibility, the ECJ confirmed its judicial restraint in the German copyright infringement 

case of Peek & Cloppenburg:60 

Protection can be achieved only within the framework put in place by the 
Community legislature. Therefore, it is not for the Court to create, for authors’ 
benefit, new rights which have not been provided for by [the InfoSoc Directive] 
and by so doing, to widen the scope […] beyond that envisaged by the 
Community legislature. 

 

Returning to Commission competency, it is valuable to remember that consumers, artists, 

business interests and supranational institutions are all together in relatively early days of 

the emerging digital market. Though it may have competency and imperative to regulate 

IPRs, new media has only recently begun to justify extensive European legislation.61   

As the Single Market programme is intended to deepen integration, further economic and 

monetary union may result in positive externalities regarding the IPR regime. According to 

hypotheses of fiscal liberalism, such spillover may not require exacting legislation per se.  

                                                
58 Handig, Christian. "The Copyright Term Work – European Harmonisation at an Unknown 
Level." International Review of Intellectual Property and Competition Law 40 (2009): p 681 
59 Dehousse, R. 2002. Law as Politics. European Union Politics, Vol. 3, No. 1, p. 123 
60 Case C-456/06, Peek & Cloppenburg KG v Cassina SpA [2008] I-02731, Para 38 
61 Bradbury, Peter, Jez Bell, James Duffett-Smith, Matt DeFilippis, and Andy Harrower. "Do We Need 
Music Collecting Societies in the Digital Age?" Panel Discussion. SXSW. Austin, TX. 16 March 2012.  
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This notwithstanding, as noted in the 2008 Commission Green Paper, ‘technologies and 

social and cultural practices are constantly challenging the balance achieved in the law, 

while new market players such as search engines, seek to apply these changes to new 

business models.’62 As such, the European Parliament suggests that ‘all parties concerned, 

including ISPs, must join in the dialogue with stakeholders in order to find appropriate 

solutions.’63 If service providers can be successfully involved in the process, co-operation 

between stakeholders may result in better enforcement for IPRs.64  

 

 

Graduated Response? 

The ‘graduated response’ is the ‘notice and disconnection’ model for ISP co-operation, as 

identified by the OECD.65 This response has gained popularity following the Pyrrhic 

victories of the ‘notice and take down’ approach: though some infringing websites like 

kino.to in the aforementioned Telekabel case have been ‘taken down,’ other websites or 

P2P software protocols like BitTorrent continue to provide pirating opportunities. The 

threat of court action against private citizens is a costly and ineffective deterrent, hugely 

unpopular with consumers, and rife with disproportional penal damages. Targeting ISPs or 

requesting ex ante filtering has likewise been problematic, as evidenced in the above 

L’Oreal, Promusicae, Bonnier, Scarlet and Netlog cases. A graduated response negotiated 

between rightsholders and intermediaries often includes a ‘three infringement strikes and 

you’re out’ policy for consumers, and may therefore be a viable reform option. Users are 

often informed with warnings regarding their infringement, and the process is relatively 

quick and inexpensive for rightsholders when compared to litigation.  

 

 

                                                
62 Green Paper on Copyright in the Knowledge Economy COM(2008) 466/3, p. 20 
63 European Parliament, Report on the enforcement of intellectual property rights in the internal market, 
(2009/2178(INI)). Marielle Gallo. Reference : A7-0175/2010 
64 Edwards, Lilian. “Role and Responsibility of Internet Intermediaries in the Field of Copyright and 
Related Rights,” 2009. Chapter on ‘New Approaches and ISP Co-Operation: Graduated Response,’ pp 
26-46.  
65 OECD, “The Role of Internet Intermediaries in Advancing Public Policy Objectives,” 
DSTI/ICCP(2010)11/FINAL, June 2010, p. 23 
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Of course, there are considerable problems with this approach. Imposing sanctions on 

users or disconnecting their internet without due process unduly grants ISPs an 

authoritative role. Once IP addresses are identified, matching them to their specific user is 

prone to error, especially regarding mobile networks. The extent to which uneducated or 

elderly persons are expected to understand the nuances of ISPs online is likewise 

problematic. Online intermediaries may incorporate copyright infringement into their 

service contracts, but disconnection of internet on these grounds may prove difficult to 

justify.  

 

Perhaps the most important observation is that the graduated response further removes 

power and protection from from the private citizen, and into the hands of corporate 

rightsholders and online intermediaries. While IPRs are considered valuable incentives to 

intellectual production, musicians, artists and other creators continue to produce despite 

trends of infringement. The time may be now to shift to a consumer-focused approach. 

Recent studies even go so far as to suggest that piracy does not negatively impact sales,66 

but rather adds incremental through traditional forms of music consumption, such as going 

to festivals or buying merchandise. Commenting on HBO’s popular show ‘Game of 

Thrones,’ the CEO of HBO’s parent company remarked that ‘being the most pirated show 

in the world is better than winning an Emmy.’67 In his interview with S&P U.S. Equity 

Research Services, Time Warner’s Jeff Bewkes argued that piracy is analogous to word-of-

mouth advertising, driving up subscription sales.   

 

This may indicate a seachange towards new business models, and a reimagining copyright’s 

conceptual framework altogether. Until then, the best way to provide adequate protection 

for IPRs in the information society may well be public engagement and education. The 

copyright regime today is perhaps too heavily focused on the remuneration of authors. 

This perpetuates the perception that users of online media are mere ‘consumers’ rather 

than ‘digital citizens’ who, in addition to consuming creative media, also create, share and 

promote it. Industry leaders would be well advised to make legitimate content more 

readily accessible by lowering prices, or through innovative content delivery platforms 

                                                
66 "Music Sales Are Not Affected by Web Piracy, Study Finds." BBC News. BBC, 20 Mar. 2013. 
67 Hickey, Walter. "HBO: We Know You're Pirating 'Game Of Thrones' And That's Fine." Business 
Insider. N.p., 8 Aug. 2013. 
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such as pay-monthly subscription services. This, coupled with the cultivation of IPR 

awareness as the European Parliament has suggested, 68 has potential to fundamentally shift 

behaviour, especially amongst young Europeans. 

 

6 Final Remarks 

This essay explored to some extent the ways in which EU law provides protection for 

copyright on the internet, and determined that reform is necessary. Although it was not 

possible to do so for this essay, comparing the European acquis communautaire to the 

Digital Millennium Copyright Act in the United States is worthwhile. Despite considerable 

expansion of European information society legislation in recent years, the Directives are 

insufficiently clear. Judicial interpretations are therefore fragmented at national levels, and 

online intermediary liability for IPR infringement remains confused. To avoid disharmony 

and to promote a fair balance of interests, schemes for online intermediary liability to 

include the graduated response ought to be legislated, but with sufficient transparency, 

clarity, and oversight for fundamental rights.  

 

                                                
68 European Parliament, Report on the enforcement of intellectual property rights in the internal market, 
(2009/2178(INI)). Marielle Gallo. Reference : A7-0175/2010, Para 21.  
 


